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S1ngrays	

Source: Harris Corporation
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Subver1ng	Cell	Reselec1on	

Source:	Gamma	Group	



Subver1ng	Cell	(Re)Selec1on	
•  Search	all	channels	
•  Compute	C1	(path	loss)	for	6	channels	with	
highest	received	signal	strength	

•  Compute	C2	(reselec1on	score)	for	each:	
	
	
	
Where:	
– PT	is	penalty	1me,	CRO	is	cell	reselec1on	offset,	TO	is	
the	PT	offset		and	H(PT-T)	is	0	for	a	serving	cell	

	

C2 = C1+CRO-TO×H(PT-T) PT ≠11111
C1-CRO PT=11111
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Loca1on	Tracking	

Source:	Ivylise	Simones	(ThinkStock)		



Loca1on	Tripwires	

Source:	NSA	Source:	rtlsdrblog.rtlsdrblog.netdna-cdn.com	



Ac1ve	Tracking	(Fox	Hun1ng)	

Source:	Gamma	Interna1onal	
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“Ghost	Calls”	

Source:	CNET	



Roving	Bug	Implementa1on?	



Device	Compromise	

“As	soon	as	you	turn	it	on	it	can	
be	theirs,	they	can	turn	into	a	
microphone	they	can	take	
pictures	from	it,	they	can	take	the	
data…	
They	can	absolutely	turn	them	on	
with	the	power	turned	off	to	the	
device.“	

Source:	Edward	Snowden,	interview	with	Brian	Williams	(NBC,	28	May	2014)		
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Base	Sta1on	Security	Experiments	Using	USRP,	Torjus	Bryne	
Re<erstøl,	Masters	Thesis,	NTNU	Tronddheim,	2015	

Source:	Agenposten	



Source:	Popular	Science	

Detec1on	of	Fake	Base	Sta1on?	



Source:	Silent	Circle	

Secure	Phones	



SnoopSnitch	etc.	
•  Various	Android	apps	exist	
to	detect	presence	of	an	
IMSI	Catcher:	
–  AIMSICD	
–  Darshak	
–  SnoopSnitch	

•  Apple’s	telephony	APIs	do	
not	provide	sufficiently	
detailed	info	on	cell	
towers/traffic	



Source:	Wall	Street	Journal	

Source:	The	Wall	Street	Journal	



Detec1ng	Airborne	Threats	

Source:BuzzFeed	News	
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Detec1on	Process	
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Australian	GSM900	Frequencies	

Telstra	

935	MHz	–	
943.4	MHz	

890.0	MHz	–	
898.4	MHz	

Optus	

943.4	MHz	–	
951.8	MHz	

898.4	MHz	–	
906.8	MHz	

Vodafone	

951.8	MHz	–	
960.0	MHz	

906.8	MHz	–	
915.0	MHz	





Traffic	Recep1on	
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Loca1on	&	Frequency	



Scapy	and	GSM	

ARFCNs	that	comprise	
cell	

Neighbour	list	

Cell	ID,	LAI,	
Reselec1on	Info		



Scapy	and	GSM	
#	GSMTap	frame	header	
#	
class	GSMTap(Packet):	
				"""GSMTap	Frame	Header	Version	2"""	
				name	=	"GSMTap"	
				fields_desc	=	[	
								XByteField("version",	0x01),	
								ByteField("hdr_len",	4),										#	in	32bit	words	
								XByteField("type",	0x01),								#	GSMTAP_TYPE_UM	
								ByteField("1meslot",	0),									#	1meslot	(0..7)	
								ShortField("ARFCN",	0),	
								SignedByteField("signal_dBm",	0),	
								SignedByteField("snr_dB",	0),	
								LongField("frame_nr",	0),	
								ByteEnumField("sub_type",	0,	
																				{	
																								0x00:	"UNKNOWN",	0x01:	"BCCH",	0x02:	"CCCH",	
																								0x03:	"RACH",	0x04:	"AGCH",	0x05:	"PCH",	
																								0x06:	"SDCCH",	0x07:	"SDCCH4",	0x08:	"SDCCH8",	
																								0x09:	"TCH_F",	0x0a:	"TCH_H",	0x0b:	"PACCH",	
																								0x0c:	"CBCH52",	0x0d:	"PDCH",	0x0e:	"PTCCH",	
																								0x0f:	"CBCH51",	
																				}),								
								ByteField("antenna_nr",	0),	
								ByteField("sub_slot",	0),	
								ByteField("reserved",	0),	
								]	
									
bind_layers(UDP,	GSMTap,	dport=4729)	
	
	

#	GSM	L3	frame	headers	
#	
class	GSM_L3_Hdr(Packet):	
				"""GSM	Standard	L3	Header	(Table	10.1)"""	
				name	=	"GSM_L3_Hdr"	
				fields_desc	=	[	
								BitFieldLenField("l2_pseudolen",	23,	6),	
								BitField("ignored",	0x0,	2),	
								BitField("skip_txn_id",	0x0,	4),	
								BitEnumField("proto",	0x0,	4,	
												{	
																0x3:	"CALL_CONTROL",	
																0x5:	"MOBILITY_MGMT",	
																0x6:	"RADIO_RSRC_MGMT",	
												}),	
								]	
	
bind_layers(GSMTap,	GSM_L3_Hdr)	
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Source:	h<ps://www.qrz.com/db/W0JT	
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